
 

 

 
 
 
Frequently Asked Questions  
 

1. Was my information accessed? 
2. What information has been compromised? 
3. Was my Social Security number impacted? Was my member ID impacted? 
4. Why was Blue Cross Blue Shield of Massachusetts members’ information 

impacted? What is Blue Card? 
5. Has Premera provided you with information about Blue Cross Blue Shield of 

Massachusetts’s members impacted by the cyber-attack? 
6. How many Blue Cross Blue Shield of Massachusetts members were 

impacted? 
7. How will members know if they’re impacted? When will impacted members 

find out? 
8. Will Blue Cross Blue Shield of Massachusetts notify accounts and brokers 

about impacted members? 
9. Why is Premera sending the notification letter to your Blue Cross Blue 

Shield of Massachusetts members? 
10. If I am impacted, when will I receive a notification letter? 
11. Why does the notification letter take so long? 
12. Why did it take Premera from January 29 to March 17 to make the 

announcement? 
13. Should I sign-up for the free credit monitoring and identity protection 

services? OR I’m concerned and would like to have these free services now. 
14. As a Blue Cross Blue Shield of Massachusetts member who doesn’t have any 

interaction with Premera, do you know if my membership information is 
even at risk due to Premera’s data breach?  

15. Can you delete my personal information from your systems? 
16. Who is responsible for this cyber-attack? 
17. How can I sign up for credit monitoring/identity protection services? 
18. What credit monitoring/identity protection services will be made available 

to those affected by the Premera cyber-attack? 
19. Do the people who may have accessed my information know about my 

medical history? 
20. Do the people who may have accessed my information have my credit card 

numbers? 
21. Can I have a new Blue Cross ID card? 
22. What is Blue Cross Blue Shield of Massachusetts doing to protect its 

members’ information? 
23. What is Premera doing to protect their members’ information? 
24. What does the Blue Cross Blue Shield system do to ensure the security and 

privacy of its customers? 
25. Where can I get more information? 
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1 Q:  Was my information accessed? 
 A: We do not know for certain yet. It’s highly unlikely your information is affected 

unless you sought health care treatment with your Blue Cross coverage in 
Washington or Alaska dating back to 2002.  

Premera says that, at this time, its investigation has not shown that any personal 
data was removed from its systems or used inappropriately. Premera will mail a 
notification letter to all affected individuals in the coming weeks. 

Blue Cross Blue Shield of Massachusetts is working closely with Premera and we 
are in the process of receiving information from Premera about our impacted 
membership. Those who may be impacted include current and former members 
who used their Blue Cross and Blue Shield insurance in Washington or Alaska 
since 2002. If you’d like to find out more information, please visit 
www.premeraupdate.com for updates.  

We realize you are concerned and Premera is taking necessary precautions to 
support any of our members who may be impacted, by offering services like credit 
monitoring and identity protection free of charge for two years.  

The protection of our members’ privacy and personal information is our highest 
concern. We make every effort to ensure that all personal information maintained 
by Blue Cross Blue Shield of Massachusetts is secure and safe. 
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2 Q:  What information has been compromised? 
 A: Premera says that, at this time, its investigation has not shown that any personal 

data was removed from its systems or used inappropriately.  

Member data that could have been accessed illegally at Premera could include:  

• Name  
• Date of birth  
• email address 
• Telephone number  
• Social Security number  
• Member identification number 
• Bank account information (we do not believe bank account information for 

Blue Cross Blue Shield of Massachusetts members is affected since 
Premera’s systems did not have it.)  

• Claims information, including: 
o Clinical/medical information 
o Provider information in other plan service areas 

	  
We realize you are concerned and will take necessary precautions to support any 
of our members who may be impacted, by offering services like credit monitoring 
and identity protection free of charge.  
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3 Q:  Was my Social Security number impacted? Was my member ID impacted? 
 A: It’s highly unlikely your information is affected unless you sought health care 

treatment with your Blue Cross coverage in Washington or Alaska dating back to 



2002. The member data accessed at Premera could include your Social Security 
number or member ID as well as: 

• Name  
• Date of birth  
• email address 
• Telephone number  
• Bank account information  
• Claims information, including: 

o Clinical information 
o Provider information in other plan service areas 
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4 Q:  Why was Blue Cross Blue Shield of Massachusetts members’ information 
impacted? What is Blue Card? 

 A: Some of our members who used their Blue Cross Blue Shield insurance in 
Washington or Alaska - states served by Premera - since 2002 may have been 
affected by this cyber-attack. That’s because 37 independent, locally operated 
companies across the U.S. form the Blue Cross Blue Shield system. This network 
enables you to receive the same health insurance benefits for any medical care 
you may need while living or traveling within the coverage areas of any other Blue 
Cross Blue Shield company. 

<Additional background on Blue Card, if necessary:> 

We have various collaborative agreements, including the national Blue Card 
program, with Blue plans across the country. In this case, Premera has reported 
that Blue Card members have been impacted. BlueCard allows a member in one 
Blue Cross Blue Shield plan to get the health care they need wherever they are – 
from providers who participate in a different Blues plan’s network. 

In those instances, your medical claim is sent, on your behalf, from the Blue Cross 
Blue Shield company that received it to your local Blue Cross Blue Shield company 
that maintains your healthcare plan. This process ensures that your claim is 
processed based on your personal benefit plan, while receiving the discounts 
agreed upon between the provider and the Blue Cross Blue Shield company that 
received it while you were living or traveling outside of your Blue Cross Blue 
Shield company’s coverage area. 
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5 Q:  Has Premera provided you with information about Blue Cross Blue Shield 
of Massachusetts’s members impacted by the cyber-attack? 

 A: Premera has not yet provided us with this information, but we expect to receive 
that information soon. We will review that data and work with Premera to ensure 
our members are notified and that proper assistance is offered to our members.   
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6 Q:  How many Blue Cross Blue Shield of Massachusetts members were 
impacted?  

 A: We do not know at this time, but we expect to receive this information from 
Premera soon.  



 
(Note: Although even one member is too many, we expect our affected 
membership to be less than Anthem’s breach due to the smaller size of the breach 
and location of Premera’s states – Washington and Alaska.) 
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7 Q:  How will members know if they’re impacted? 
 A: In the coming weeks, all impacted members will receive a notification letter from 

Premera offering two years of free credit monitoring and identity protection 
services.  

Also, we have been told by Primera that a member can call their dedicated toll-
free hotline at 1-800-768-5817, and they will be able to tell the member if 
they’re impacted or not. However, Primera will not be able to detail what 
information was accessed beyond name and address.  

(3/18/15 Note: we do not have the member or account level information from 
Primera yet to tell our customer’s if/how they’re impacted.) 
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8 Q:  Will Blue Cross Blue Shield of Massachusetts notify accounts and brokers 
about impacted members? 

 A: Yes, we will communicate to accounts and brokers appropriately with accurate 
information about the impact of the cyber-attack on our membership.   
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9 Q:  Why is Premera sending the notification letter to your members?  
 A: The cyber-attack occurred within Premera’s data systems and they’ve taken on 

the responsibility to deliver the notification. We’re working closely with Premera to 
ensure that our impacted members are supported with the information and 
resources they need.  

At the same time, we’ll communicate with our customers in others ways and 
handle their questions and concerns.  

Back to top 
10 Q:  If I am impacted, when will I receive a notification letter? 

 A: Premera began mailing letters to their impacted members on March 17. If you 
believe that you were affected by this incident but have not received a letter by 
April 20, we encourage you to contact Premera’s dedicated call center at 1-800-
768-5817. You don't need your letter to sign up for the free credit monitoring and 
identity theft protection services they are offering.  
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11 Q:  Why does the notification letter take so long?  

 A: We are working as quickly as we can with Premera, to support our members who 
were impacted by the cyber-attack. We want to be sure that data is accurate so 
that all impacted members receive the support they need.    
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12 Q:  Why did it take Premera from January 29 to March 17 to make the 
announcement? 

 A: Premera said its announcement decision was based on strong advice to block the 
attack and cleanse its IT systems before going public. Premera was warned that 
other organizations affected by such incidents that ignored this advice 
experienced the attackers engaging in even more malicious activity.  
 
Premera believes affected individuals would have been at greater risk had it 
announced the breach before finishing its investigation and cleanings its IT 
system. 
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13 Q:  Should I sign-up for the free credit monitoring and identity protection 
services? OR I’m concerned and would like to have these free services 
now. 

 A: Any member impacted or concerned they were impacted by this data breach can 
sign up for two years of credit monitoring and identity theft protection services by 
visiting www.premeraupdate.com or by calling their dedicated toll-free hotline at 
1-800-768-5817. 
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14 Q:  As a Blue Cross Blue Shield of Massachusetts member who doesn’t have 

any interaction with Premera, do you know if my membership information 
is even at risk due to Premera’s data breach? 

 A: We believe it’s highly unlikely that any of our members who have not received 
health care services in a Washington or Alaska where Premera operates are 
affected by this cyber-attack. 
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15 Q:  Can you delete my personal information from your systems? 

 A: I’m sorry but we cannot. We need your personal information to provide you with 
health insurance and to support your needs as member of a Blue Cross Blue 
Shield of Massachusetts (applies to current members). Additionally, we have 
records retention requirements to comply with, which prohibit us from erasing 
information at a member’s request. We hope you understand. 

Blue Cross takes the security and privacy of our members’ information very 
seriously and we comply with stringent standards, including state and federal 
requirements and rigorous audits and assessments. We regularly review and 
strengthen our processes to protect our customers’ confidential information from 
cyber-attacks. (Note: Click here for an answer to questions about our security) 
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16 Q:  Who is responsible for this cyber-attack or breach? 

 A: Premera is working closely with the FBI to identify those responsible. At this time, 
no one person or entity has been identified as the attacker. 
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17 Q:  How can I sign up for credit monitoring/identity protection services? 

 A: Any member impacted or concerned they were impacted by this data breach can 
sign up for two years of credit monitoring and identity theft protection services by 
visiting www.premeraupdate.com or by calling their dedicated toll-free hotline at 



1-800-768-5817. 
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18 Q:  What credit monitoring/identity protection services will be made 

available to those affected by the Premera cyber-attack? 
 A: Any current and former Blue Cross Blue Shield member who was impacted by the 

Premera cyber-attack can enroll in these services. This includes Premera and non-
Premera members. The free identity protection services provided by Premera 
include two years of: 

• Daily credit monitoring and alerts to affected individuals when key changes 
are found. 

• An easy-to-read Experian credit report to look for signs of fraud. 
• $1 Million Identity Theft Insurance Coverage. 
• A Fraud Resolution Agent is assigned immediately to work closely with 

affected individuals to resolve any identity issues. 
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19 Q:  Do the people who may have accessed my information know about my 

medical history? 
 A: Unfortunately it is possible. Premera tells us that some clinical information may 

have been accessed.  
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20 Q:  Do the people who may have accessed my information have my credit 

card numbers? 
 A: No. Premera says it does not keep credits card numbers in it systems. 
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21 Q:  Can I have a new Blue Cross ID card? 

 A: At your request, we can issue you a new member ID card and number. We are 
sorry for the inconvenience.  

Please understand that replacing your ID card doesn’t eliminate all of the risk. 
This action alone may not prevent all cases of theft or fraud.  Please remain 
vigilant and continue to check your Explanation of Benefits (EOB) statements for 
any unusual activity.  If any information is unfamiliar or wrong, please call the 
Member Services line. 
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22 Q:  What is Blue Cross Blue Shield of Massachusetts doing to protect its 

members’ information? 
 A: Blue Cross takes the security and privacy of our members’ information very 

seriously and complies with stringent standards, including state and federal 
requirements.  

Our comprehensive security program addresses security risk from a number of 
perspectives: 

• Dedicated Security Program 
• Security Oversight and Governance Program 



• Vendor Risk Assessments 
• Security Risk Assurance 
• We always encrypt confidential data, such as personally identifiable 

information, when it’s not within a Blue Cross Blue Shield of 
Massachusetts controlled environment. We transmit all confidential data 
using secure transport protocols or secure email. 

Please be assured that we regularly review and strengthen our processes to 
protect our customers’ confidential information. For example, we undergo various 
audits and risk assessments throughout the year to evaluate safeguards 
governing the security and privacy of our assets and information. We engage a 
third-party firm for our annual SSAE16 and SOX compliance audits, two very 
important and stringent examinations of security for our industry. We undergo 
healthcare quality assessments to obtain HEDIS and National Committee for 
Quality Assurance (NCQA) certifications, which include a security review 
component.  

Within Blue Cross' overall information security compliance program, we have 
engaged a third-party security firm, Verizon, to assess privacy and security-
related controls against industry standard practices (ISO), Mass Data Breach Law, 
and HIPAA requirements. This assessment is called the Verizon Security 
Management Program-Enterprise. Blue Cross has achieved certification 
requirements for this program, and we are in our 12th year of maintaining the 
annual certification.   
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23 Q:  What is Premera doing to protect their members’ information? 

 A: Premera has assured us they are doing everything it can to ensure there is no 
further vulnerability to its data. Premera worked with one of the world’s leading 
cyber-security firms, Mandiant, to investigate the attack and remove the infection 
from their systems. They've taken additional actions to strengthen and enhance 
the security of their IT systems moving forward. They are also coordinating with 
the FBI as they conduct their own investigation into the attack. 

We are fully confident that Premera is committed to continue doing everything it 
can to identify and assist those who have been affected, to make its systems and 
security processes better and more secure, and to earn back its members’ trust 
and confidence. 
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24 Q: What does the Blue Cross Blue Shield system do to ensure the security 

and privacy of its customers? 
 A: All Blue Cross and Blue Shield companies are committed to doing everything we 

can to ensure the security and privacy of our customers against those who are 
intent on stealing personal information. Staying ahead of these very serious 
threats has been, and will continue to be, a top priority for the Blue Cross Blue 
Shield system. 

 
Every Blue Cross and Blue Shield company gathers and shares only the minimum 
amount of customer information needed to efficiently manage the processes that 
allow us to help ensure healthcare professionals have the information, resources 
and tools they need to provide quality patient care. 



 
Since learning of the recent attacks, Blue Cross and Blue Shield companies have 
been taking additional security measures to ensure that the privacy and security 
of our customers’ information is protected. (Note: Click here for an answer to 
related to our security procedures) 
 
In order to meet our commitments to protect the privacy of our customers, the 
Blue Cross Blue Shield Association has a Data Board comprised of CEOs of Blue 
Cross Blue Shield member companies. Immediately after the first cyber-security 
incident was reported, the Data Board began a thorough review of data security 
standards for the Blue System. Insights from this review as well as from the law 
enforcement investigations into the recent incidents will be used to ensure that 
Blue Cross and Blue Shield companies have the most effective and robust data 
and privacy protections possible and that these protections are continuously 
updated and adapted to meet new threats.  

 
 

Our security policies and protocols have been built to provide rigorous data 
protection and are designed with an understanding that our efforts must be 
aimed at preventing, detecting, containing and correcting any potential 
security threats.  
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25 Q:  Where can I get more information? 

 A: For additional information and resources, including assistance Premera is 
providing to consumers, you can visit www.premeraupdate.com 
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